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RESOLUTION NO. 2026 R- SEMINOLE COUNTY, FLORIDA

RESOLUTION
of the

SEMINOLE COUNTY BOARD OF COUNTY COMMISSIONERS
AMENDING THE SEMINOLE COUNTY ADMINISTRATIVE CODE BY
RETITLING SECTION 26.5 FROM “INFORMATION SECURITY/DATA
ACCESS POLICY” TO “INFORMATION SECURITY AND ARTIFICIAL
INTELLIGENCE POLICY”, AMENDING THE PURPOSE AND SCOPE
SUBSECTIONS, ADDING A GENERAL SUBSECTION, ADDING AN
ARTIFICIAL INTELLIGENCE SUBSECTION, AMENDING THE
TRAINING SUBSECTION, DELETING THE “ROLES” AND
“DIRECTIVES” SUBSECTIONS, AMENDING THE “NON-

COMPLIANCE” SUBSECTION, DELETING THE “RESPONSIBILITY”
SUBSECTION; AND PROVIDING AN EFFECTIVE DATE.

WHEREAS, Seminole County Ordinance No. 89-28 created the Seminole County
Administrative Code; and

WHEREAS, Seminole County Resolution Numbers 8§9-R-438 and 05-R-151 adopted the
Seminole County Administrative Code; and

WHEREAS, the Seminole County Administrative Code needs to be amended from time
to time to reflect changes in the administration of County government; and

WHEREAS, Seminole County has determined that certain updates, including the need to
retitle, reorganize, eliminate redundancy, remove outdated sections or language, and update
outdated sections or language are necessary for clarity, to increase efficiency, and for ease of
administration; and

WHEREAS, the “Purpose”, “Scope”, and “Non-Compliance” subsections are revised for
brevity and technical accuracy; and

WHEREAS, the “General” subsection added to clarify certain roles and responsibilities,

provide administrative directive on use of County-owned devices, ownership of data, procurement
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of goods and services involving technology, and the reporting of incidents and suspicious
information to the Information Technology Security Team; and

WHEREAS, an “Artificial Intelligence (“Al”)” subsection is added to explain Al and
provide for acceptable and unacceptable uses of Al; and

WHEREAS, the “Training” subsection is amended to comply with Section 282.3185,
Florida Statutes; and

WHEREAS, the “Roles”, “Directives”, and “Responsibility” subsections are deleted and,
to the extent necessary, consolidated into the “General” subsection; and

WHEREAS, Section 26.5 of the Seminole County Administrative Code is amended as set
forth in the attached Exhibit A; and

WHEREAS, the Seminole County Board of County Commissioners have a public purpose
in the efficient administration of information technology matters of Seminole County government.

NOW, THEREFORE, BE IT RESOLVED, by the Board of County Commissioners of
Seminole County, Florida that:

Section 1. Section 26.5 of the Seminole County Administrative Code is hereby
amended by the new Section 26.5, as set forth in Exhibit A, attached hereto and made part of this
Resolution.

Section 2. This Resolution and the attached Exhibit A will take effect immediately
following their adoption and will remain in effect until terminated or superseded by further action
of the Board.

[The remainder of this page has been left blank.]
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ADOPTED this day of , 2026.
BOARD OF COUNTY COMMISSIONERS

ATTEST: SEMINOLE COUNTY, FLORIDA

By:
GRANT MALOY ANDRIA HERR, Chairman
Clerk to the Board of
County Commissioners of
Seminole County, Florida. Date:
Attachments:

Exhibit A: Section 26.5

BP/
9/16/25
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Exhibit A

4¢. SEMINOLE COUNTY ADMINISTRATIVE CODE

SECTION 26. INFORMATION-SERVICES TECHNOLOGY DEPARTMENT

26.5 INFORMATION SECURITY/DATA-ACCESS-AND ARTIFICIAL INTELLIGENCE
POLICY

A. PURPOSE.

H——The purpose of the-this Information Security/Bata—Aeccess and Artificial
Intelligence Policy (“Policy”) is to previde-directionfor-effectively-and-efficiently-managing

the—establish security standards and procedures, manage informational technology
related risks, protect to—Seminole County (the “County”) Gevernment's—information

echnology assets and ensure data ava|Iab|I|tv, confldentlalltv, and |nteqr|tv against

B. SCOPE. Th|s pPollcy applles to all membeps—ef—the—BeaFd—ef—Geumy

the+#empleyees—|ndlwduals W|th any form of access to the m#e#ma#en—and—lnformatlo

technology systems-which-impact-the-daily-operations-of Semineole-the County (“Users”
Government.

C. GENERAL.

)

(1) The Chief Information Officer (“ClIO”) is designated as the Chief Information
Security Officer (“CISQO”) for the County. The CIO is responsible for providing governance,
management, and oversight to the Information Technology Department, and the CIO and
their designees are responsible for establishing County-wide standards and procedures
as it relates to technology, artificial intelligence (“Al”), and data, including but not limited
to, approved platforms, administrative access rights, extent of access control, and
password management.

(2) In coordination with and as approved by the CIO, the Information Security
Division Manager (“ISDM”) is responsible for maintaining and executing information
security frameworks, developing security standards and procedures, establishing and
maintaining security incident response plans, and providing outreach and cybersecurity
training for County employees.

(3) All _Users utilizing County-owned devices, including but not limited to,
cellphones, tablets, and laptops (“Devices”), must do so in accordance with all applicable
State of Florida and Federal laws, rules, regulations, and County policies. Users may only
utilize County Devices for County business. Users are responsible for activities conducted
using County-owned Devices within the reasonable control of the User and may not
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attempt to circumvent or modify the security features and non-administrative controls set
forth by the Information Technology Department.

(4) Users must not share passcodes and passwords with any other individual,
irrespective of whether another individual is a User.

(5) All data, including hardware and software, and Devices are owned by the
County, some of which may be licensed or leased from a third-party or created by a User.
If a User creates intellectual property using County data, which includes County
information, that is not publicly available, whether during the course and scope of
employment or thereafter, the intellectual property is owned solely by the County.

(6) Prior to any procurement containing technology, in whole or in part, the user
department must submit an IT Request Form to the assigned departmental project
management team _member within _the Information Technology Department (“Project
Manager”). The Project Manager will evaluate the request with other units within the
Information Technology Department, such as the Security and Infrastructure teams, and
the ClO, who must approve the request prior to soliciting the goods or services
irrespective of the amount of the goods or services sought.

(7) Users must retain public records, as defined in Ch. 119, Florida Statutes, in
accordance with the Public Records Maintenance, Storage, and Retention Policy set forth
in the Seminole County Administrative Code.

(8) Users must immediately report incidents and suspicious information
technology related activity to the Information Technology Security Team at:
CSDSupport@SeminoleCountyFL.gov and InfoSec@SeminoleCountyFL.gov.

D. Artificial intelligence. Al is technology that enables computers and machines to
simulate tasks performed by humans, such as learning, reasoning, comprehension,
problem solving, and decision-making. Al technologies may include, but are not limited
to, generative artificial intelligence tools, machine learning systems, predictive analytics
technologies, automated decision-support systems, and vendor platforms that
incorporate artificial intelligence capabilities. Generative Al creates new content, including
text, images, code, audio, or video. For purposes of this Policy, Al and Generative Al are
referred to as Al.

(1) Acceptable Use and Requirements of Al.

(A) __ Only those Al platforms approved by the CIO or their designees may
be used for County business and only in accordance with all applicable State of Florida
and Federal laws, rules, requlations, and County policies. When using Al platforms
approved by the CIO or their designees, Users must independently verify all outputs
through human review and may not solely rely on Al-generated content for accuracy,
completeness, or decision-making.

(B) If Users intend to use data that is the subject of a contract or potential
contract between the County and a third-party, Users must review the contract provisions
to determine whether there are any prohibited uses of data in Al platforms. At all times,
Users must comply with contract terms.
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(C) If information or work product generated by Al is published publicly
by a User, a statement must be included with the information or work product that it was
generated with the use of Al.

(D) By using Al, Users acknowledge that Al is not error-free. The use of
Al depends on data input and Al does not factor in human awareness. Therefore, Users
must be aware of grammatical errors and incomplete results that may be produced. In all
cases, Al results must be validated by Users.

(E) Al shall be used and maintained in a manner that will not cause harm
to the general public, the County, or its officers and employees. When using Al, Users
must maintain the safety and welfare of the community as a primary consideration.

(F) Al shall be implemented and maintained with appropriate controls to
protect confidential and organizational data and to mitigate risks of unauthorized access,
disclosure, and leakage associated with the use of Al.

(2) Unacceptable Uses of Al. Users must not input confidential information,
including but not limited to, social security, credit card, cybersecurity, Health Insurance
Portability and Accountability Act (“HIPAA”), or personally identifiable information, into Al
platforms. Confidential information is information that is protected by any applicable law
or may reasonably be determined to be sensitive. Instead, Users must anonymize or de-
identify information prior to the use of Al.

C-E. TRAINING. Cybersecurity training is a foundational component of protecting the
County’s information technology network and data from cyber threats and to ensure
availability, confidentiality, and integrity. Pursuant to Section 282.3185, Florida Statutes,
all_local government employees and technology professionals must complete
cybersecurity training within thirty (30) days after commencing employment and annually
thereafter, to strengthen awareness, reduce risks, and improve response capabilities. The
mandatory training, including simulated phishing exercises, will be established by the
Information Technology Department.
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F. NON- COMPLIANCE Nen—eemphanee—Fallure to complv W|th thls Pollcy by

appheable—legal—statutes—eensem&enees—ee&ld— y result in removal or_limitation I|m|tat|on of

access rights and-special-system-privileges,—removal-of-system-access—or—forCounty
emp—leyees—dlsmpllnary achon—temelademcluqu but not limited to, potentlal termlnatlon

of employment.
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H-G. AUTHORITY. Public Recerds-ActChapter 119, Florida-Statutes
Resolution 2003-R-36 adopted February 11, 2003

Resolution 2007-R-42 adopted March 13, 2007
Resolution 2008-R-55 adopted February 12, 2008
Resolution 2010-R-26 adopted January 26, 2010
Resolution 2012-R-107 adopted June 12, 2012
Resolution 2016-R-187 adopted November 15, 2016
Resolution 2026-R- adopted
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