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FIRST AMENDMENT TO TERM CONTRACT FOR PARKS AND RECREATION  

BUSINESS MANAGEMENT SOFTWARE SYSTEM 

(RFP-602809-17/BJC) 

 

THIS FIRST AMENDMENT is made and entered into this _____ day of 

__________________, 202____, and is to that certain Agreement made and entered into on the 

26th day of May, 2017, between VERMONT SYSTEMS, INC., duly authorized to conduct busi-

ness in the State of Florida, whose address is 12 Market Place, Essex Junction, Vermont 05452, in 

this First Amendment referred to as “CONTRACTOR”, and SEMINOLE COUNTY, a charter 

county and political subdivision of the State of Florida, whose address is Seminole County Ser-

vices Building, 1101 E. 1st Street, Sanford, Florida 32771, in this Amendment referred to as 

“COUNTY”. 

W I T N E S S E T H: 

WHEREAS, CONTRACTOR and COUNTY entered into the above referenced Agreement 

on May 26, 2017, to provide a Parks and Recreation Business Management Software System for 

Seminole County; and 

WHEREAS, the parties desire to amend the Agreement to extend its term, revise the contract 

pricing, add additional terms for the protection of County’s confidential data, and to enable both par-

ties to continue to enjoy the mutual benefits the Agreement provides; and 

WHEREAS, Section 21 of the Agreement provides that any amendments will be valid only 

when expressed in writing and duly signed by the parties. 

NOW, THEREFORE, in consideration of the mutual understandings and agreements con-

tained in this Amendment, the parties agree to amend the Agreement as follows: 

1. The term of the Agreement is extended through September 30, 2029.  
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2. Exhibit A is revised to include additional fees as outlined and incorporated to this 

Amendment as Exhibit A. 

3. An addendum regarding Confidential Information and Data Processing is attached and 

incorporated to this Amendment as Exhibit F. 

4. An attestation form, as required by section 287.138, Florida Statutes, to safeguard 

personally identifying information from Foreign Countries of Concern, is also attached and 

incorporated to this Amendment as Exhibit G. 

5. Except as modified by this First Amendment, all terms and conditions of the original 

Agreement remain in full force and effect for the term of the Agreement. 

IN WITNESS WHEREOF, the parties have executed this First Amendment for the purposes 

stated above. 

ATTEST: VERMONT SYSTEMS, INC. 

 

 

           By:        

BRIAN CARLEY, Secretary, Treasurer,   RANDY ECKELS, President, Director 

Director    

          Date:       

(CORPORATE SEAL) 
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       SEMINOLE COUNTY, FLORIDA 

 

 

           By:        

Witness        TAMMY ROBERTS, 

       Procurement Administrator 

Print Name      

         Date:        

      

Witness 

      

Print Name 

 

For the use and reliance of As authorized for execution by the Board of 

Seminole County only. County Commissioners at its _____________, 

 202____, regular meeting. 

Approved as to form and 

legal sufficiency. 

 

 

______________________________ 

County Attorney 
GLK/dbd 

4/8/2024   4/16/24   4/19/24 
 

 

Attachments: 

   Exhibit A – Revised Fee Structure 

   Exhibit F – Confidential Information and Data Processing Addendum 

   Exhibit G – Attestation Form 

 
T:\Users\Legal Secretary CSB\Purchasing 2024\RFP-602809 1am (Vermont Systems).docx 



VS Billing Estimate
Recreation & Parks Software

 Page 1

Bill To: Seminole County Government Ship To: Seminole County Government
Post Office Box 8080
Sanford, FL  32772

Post Office Box 8080

Sanford, FL  32772

Item Description Quantity Amount

VS-V-WT-MU-PS-M WebTrac POS Ticket Sales 1 $316.89 1

VS-V-WT-MU-MWT-M Mobile Web Trac Workgrp 1 $535.44 1

VS-V-WT-MU-MRT-M Mobile RecTrac-Annual MA 1 $535.44 1

VS-V-WT-MU-IS-16-M WebTrac Internet Software, 1 $1,475.19 1

VS-V-WT-MU-FR-M WebTrac Facility Reserv, 1 $316.89 1

VS-V-WT-MU-AU-M WebTrac Workgroup 1 $273.19 1

VS-V-WT-MU-AR-M WebTrac Activity Reg Annual 1 $316.89 1

VS-V-RT-MU-SA-M RT SystemAdmin. M/U Annual 1 $437.09 1

VS-V-RT-MU-PS-M POS Inventory-/Inventory/ 1 $601.01 1

VS-V-RT-MU-FR-M Facility Res-M/U Annual MA 1 $601.01 1

VS-V-RT-MU-AU-M RecTrac Add'l User Annual MA 18 $1,180.14 1

VS-V-RT-MU-AR-M Activity Reg-M/U Annual MA. 1 $601.01 1

VS-V-RT-IN-AR-M VSI Activity Reg Custom 1 $327.82 1

VS-V-PT-IN-ERI-M Credit Card Interface 1 $655.64 1

VS-V-HS-S2 VSI Cloud Hosting Standard Service - Silver, Add'l 
Users Monthly

12 $7,867.63 1

VS-V-HS-S1 VSI Cloud Hosting Standard Service - Silver, First 5 
Users Monthly

12 $8,851.09 1

VS-T-PG-M Database Platform Annual Maintenance 
(formerly Progress)

1 $1,438.02 1

PHYSICAL ADDRESS: Estimate #: EST-000514
RecTrac, LLC
dba Vermont Systems
12 Market Place 
Essex Junction, VT 05452
Phone: (802)490-7672

Estimate Date: 
Estimate is valid for:

04/04/2024
10 Months

RFP-602809-17/BJCAMENDMENT #1 EXHIBIT "A"
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Total  
Estimate 2

26,330.39

1 Estimates do not contain the unit price. To calculate the unit price, divide the amount by the quantity.
2 This estimate is based on current Customer specifications as of the Estimate Date. Actual costs are subject to change should specifications, quantities, or 
other aspects of the services be requested or utilized by the Customer; please ensure a sufficient budget appropriation to account for such changes.

10/1/2024-9/30/2025 $26,330.39
10/1/2025-9/30/2026 $27,120.27
10/1/2026-9/30/2027 $27,933.87 
10/1/2027-9/30/2028 $28,771.88 
10/1/2028-9/30/2029 $29,635.03



EXHIBIT F 

Confidential Information and Data Processing Addendum 

This Confidential Information and Data Processing Addendum (this “DPA”) is attached and made part of the Software Services 

Agreement (the “Agreement”) between Seminole County (the “County”) and the Contractor (collectively, “Parties,” individually, 

“Party”), which collects, transmits, uses, maintains, or processes Personal Information (as defined in Section 1.2, below) on behalf of 
the County pursuant to the Agreement (as identified in the Agreement, including the Scope of Services). 

1. General

1.1. Capitalized terms used but not defined in this DPA will have the meanings assigned to them in the Agreement and, if not
defined in either this DPA nor the Agreement, shall have the ordinary meaning in the field of information technology services. 

1.2. Contractor may process and/or receive “personal information” or “personal data” from, or on behalf of, the County. “Personal 
Information” or “Personal Data” shall be defined as information that identifies, relates to, describes, is reasonably capable 
of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or household (herein 
referred to as “Personal Information”). For avoidance of doubt, Personal Information shall include the definition as used in 
§ 501.171, F.S., Protected Health Information as defined in 45 C.F.R. § 160.103, Nonpublic Personal Information as defined
in 15 U.S.C. § 6809(4)(A), and credit card data as used in the Payment Card Industry Data Security Standard (“PCI DSS”).

1.3. In connection with providing services to the County, the County and Contractor may each share Confidential Information 
with the other Party.  With respect to the County, “Confidential Information” means all data, information, and material 
provided by, or received from, the County that is statutorily exempt from applicable public records laws.  For avoidance of 
doubt, all Personal Information will be deemed and treated as the County’s Confidential Information. With respect to 
Contractor, “Confidential Information” means those documents and materials provided by Contractor that (i) qualify as Trade 
Secrets (as defined in Sections, 119.0715(2) and 688.022, F.S.), and (ii) are clearly labeled or marked as “TRADE SECRET” 
upon delivery to the County.  Vendor understands and agrees that it must label all Trade Secrets in writing upon delivery to 
the County to invoke exemptions from applicable public records laws. 

1.4. The Contractor to this DPA agrees that Contractor will treat as confidential all information provided by, or collected on behalf 
of, the County, including, without limitation, unencrypted Personal Information and non-public information to the extent 
authorized by Florida Statutes. 

1.5. Notices required under this DPA shall be sent according to the Services Agreement with a copy (which shall not constitute 
notice) to both the usual point of contact or support at the County and via email to: _____@seminolecountyfl.gov with the 
subject line as: “Data Processing Addendum Notice.” 

1.6. The Contractor shall carry out the services and process Personal Information received from, or collected on behalf of, the 
County as set out in the Agreement or as otherwise notified in writing by the County to the Contractor during the term of the 
Agreement. 

2. Observance of Laws, Regulations, and Standards

2.1. The Contractor, when applicable, will ensure that the data designated for collection, transfer, or processing as part of agreed
upon services will be collected, transferred, and processed in a fully compliant manner to enable the County to meet relevant 
requirements of all laws, regulations, and contractual requirements applicable to the County, including, but not limited to, 
the current versions of: 

2.1.1. Personal Identifiable Information 

2.1.1.1. Florida Information Protection Act (F.S. 501.171); 

2.1.1.2. Any other similar laws currently in effect or that may come into effect during the term of the Agreement, 
including the laws of states other than Florida, to the extent Contractor collects or processes Personal 
Information of residents of other states in connection with the Agreement; 

2.1.2. Protected Health Information 

2.1.2.1. Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) (Pub. L. 104–191, 110 Stat. 1936a); 

2.1.2.2. Health Information Technology for Economic and Clinical Health (“HITECH”) Act of 2009; 

2.1.3. Nonpublic Personal Information (herein referred to as Financial Information) 

2.1.3.1. Gramm-Leach‐Bliley Act (“GLBA”) (15 U.S.C. §§ 6801(b) and 6805(b)(2)); 

2.1.4. Credit Card Data 

2.1.4.1. Payment Card Industry Data Security Standard (“PCI DSS”). 

Contractor agrees to maintain a PCI DSS compliant environment if responsible for credit card data provided by, or 
collected on behalf of, the County including the provisions of Appendix A in this DPA. 



 

 
 

 

3. Permitted Uses and Disclosures 

3.1. Personal Information 

3.1.1. Contractor shall use, disclose, and retain all Personal Information: 

3.1.1.1. As specifically authorized in the Agreement and this DPA; 

3.1.1.2. Solely for the purpose of performing the services described in the Agreement; and 

3.1.1.3. In accordance with applicable laws, standards and regulations. 

3.1.2. Contractor shall not sell, rent, transfer, distribute, or otherwise disclose or make available any Personal Information 
to any third party without prior written permission from the County, unless and to the extent required by law. 
Notwithstanding the foregoing, Subject to Section 12 (“Subcontractors”) of the Agreement, Contractor may be 
authorized by the County to use third parties, as well as employees and contractors of Contractor’s affiliates and 
subsidiaries, in performance of its obligations described in the Agreement. To the extent written authorization is 
provided by County, Contractor may disclose Personal Information to such third parties, provided that such third 
parties are subject to written data processing addenda that are consistent with, and at least as protective of the 
Personal Information as, this DPA. Contractor understands that under no circumstance will it, or any third parties, 
process Personal Information outside of the United States.  

3.1.3. Contractor shall: 

3.1.3.1. Immediately notify the County of any subpoenas, warrants, or other legal orders, demands or requests 
received by Contractor seeking Personal Information provided by, or collected on behalf of, the County; 

3.1.3.2. Consult with the County regarding its response; 

3.1.3.3. Cooperate with the County’s reasonable requests in connection with efforts by the County to intervene and 
quash or modify the legal order, demand or request; and 

3.1.3.4. Upon the County’s request, provide the County with a copy of its response. 

3.2. Other Confidential Information 

3.2.1. Contractor shall treat all County Confidential Information as strictly confidential and (i) shall not use such information 
for any purpose other than providing services to and for the benefit of the County as required under the Agreement, 
(ii) shall not (absent written consent from the County) disclose any County Confidential Information to any person 
or entity other than an employee or contractor of the Contractor who is authorized by County in writing (provided 
that all such contractors are subject to written confidentiality obligations at least as protective of those set forth in 
this DPA) that has a need to know such Confidential Information to perform its obligations under the Agreement, 
(iii) take all appropriate and commercially reasonable steps to protect such Confidential Information, and (iv) 
immediately notify the County in writing in the event of any actual or reasonably suspected unauthorized disclosure 
or use of County Confidential Information.   

3.2.2. The obligations for protection, non-use and non-disclosure of County Confidential Information hereunder must last 
during the term of the Agreement and for so long thereafter as the applicable County Confidential Information is not 
subject to disclosure under statutory public records laws. 

3.2.3. Contractor understands and agrees that Confidential Information received from the County must be treated as 
Confidential Information subject to the protection of this Section 3.2, regardless of whether or not similar or 
equivalent information may be obtainable from other sources.  The County understands and agrees that information 
and material properly independently developed or legally obtained from third party sources, in each case without 
use of or reference to County Confidential Information, shall not be considered County Confidential Information 
pursuant to this Section 3.2. 

3.3. All Personal Information shall be deemed and treated as Confidential Information and shall be protected, processed, stored 
and otherwise handled (i) as Confidential Information, (ii) as required by applicable laws, and (iii) subject to a separate 
Business Associate Agreement between the County and Contractor. 

3.4. If the County receives a subpoena, warrant, public records request pursuant to Chapter 119, F.S., or other legal order, 
demand or request seeking Confidential Information (including without limitation Personal Information) provided by, or on 
behalf of, the County and maintained by Contractor, the County will notify Contractor of such request. Upon such notice, 
Contractor shall promptly supply the County with copies of materials and data required for the County to respond. Contractor 
shall further cooperate with the County’s reasonable requests in connection with its response.  Should the County receive 
any subpoena, warrant, or other legal order, demand or request seeking Contractor Confidential Information, the County 
shall promptly notify Contractor of such request and shall cooperate with Contractor’s reasonable requests in connection 
with its response provided, however, that at all times the County shall comply with all applicable laws and orders in its sole 
discretion. 

3.5. Under no circumstances will Contractor disclose or use any Personal Information, including Protected Health Information, 
Financial Information, and Credit Card Data, or other Confidential Information for any purposes whatsoever other than (i) to 
provide services to the County subject to the Agreement, or (ii) as otherwise required by law after providing all reasonable 
notice to the County, both during and after the term of the Agreement. 



 

 
 

 

4. Data Security Obligations. 

4.1. Contractor shall: 

4.1.1. Implement a comprehensive information security program which includes generally accepted best practices for 
industry cybersecurity, as defined in F. S. § 282.3185, and technical and administrative safeguards to protect the 
confidentiality of Personal Information that are no less rigorous than commercial best practices for information 
security; 

4.1.2. Keep all Personal Information contained in any format (e.g., paper, computer system, and removable media) in a 
secure facility where access of unauthorized personnel is restricted; 

4.1.3. Ensure that all Personal Information received from, or collected on behalf of, the County remains in the continental 
United States at all times;   

4.1.4. Install up-to-date firewall protection and operating system patches for files containing Personal Information on a 
system that is connected to any network; 

4.1.5. Install up-to-date versions of system security agent software which includes malware protection and reasonably up-
to-date patches and virus definitions, or a version of such software  that can still  be supported  with up-to-date 
patches and virus definitions, and is set to receive the most current security updates on a regular basis, on systems 
vulnerable to malware and containing or channeling access to systems containing Personal Information; 

4.1.6. Implement secure user authentication protocols including: 

4.1.6.1. Control of user IDs and other identifiers; 

4.1.6.2. A reasonably secure method of assigning and selecting passwords, or use of unique identifier technologies, 
such as token devices; 

4.1.6.3. Control of data security passwords to ensure that such passwords are kept in a location and/or format that 
does not compromise the security of the data they protect; 

4.1.6.4. Restricting access to active users and active user accounts only; and 

4.1.6.5. Blocking access to user identification after multiple unsuccessful attempts to gain access or exceeding the 
limitation placed on access for the particular system; 

4.1.7. Implement secure access control measures that: 

4.1.7.1. Restrict access to records and files containing Personal Information to those who need such information to 
perform their job’s duties; and 

4.1.7.2. Assign unique identifications plus passwords, which are not Contractor supplied default passwords, to each 
person with computer access that are reasonably designed to maintain the integrity of the security of the 
access controls; 

4.1.8. Use strong encryption in the following situations: 

4.1.8.1. When Personal Information is transmitted over a public network; 

4.1.8.2. When Personal Information is stored in non-removable media prior to, or after, processing; and 

4.1.8.3. When Personal Information is stored on removable media and that media is in transit between physical 
locations; 

4.1.9. Provide ongoing employee training with respect to its information security program, the proper use of the computer 
security system, and the importance of Personal Information security; 

4.1.10. Ensure that any employee or contractor of the Contractor who has access to Personal Information resides, and 
accesses such Personal Information while, in the continental United States; 

4.1.11. Designate responsibility for maintaining Contractor’s comprehensive information security program; 

4.1.12. Oversee its third-party service providers by taking reasonable steps to select and retain third-party service providers 
that are capable of maintaining security measures to protect Personal Information consistent with the Agreement, 
including the Scope of Services, this DPA, and applicable laws; 

4.1.13. Review the scope of its comprehensive security program at least once a year for the term of the Agreement; and 

4.1.14. Document responsive actions taken in connection with any incident involving a Security or Privacy Breach, and 
mandatory post-incident reviews of events and actions taken, if any, in order to make changes in business practices 
relating to the protection of Personal Information, and promptly provide such documentation to County. 

4.1.15. Maintain plans for business continuity, disaster recovery, and backup capabilities and facilities designed to ensure 
the Contractor’s continued performance of its obligations under the Agreement, including, without limitation, loss of 
production, loss of systems, loss of equipment, failure of carriers and the failure of the Contractor’s or its supplier’s 
equipment, computer systems or business systems (“Business Continuity Plan”). Such Business Continuity Plan 
shall include, but shall not be limited to, testing, accountability, and corrective actions designed to be promptly 



 

 
 

 

implemented, if necessary. Contractor represents that, as of the date of this DPA, such Business Continuity Plan is 
active and functioning normally in all material respects. Contractor shall perform a comprehensive test of its 
Business Continuity Plan no less than once per calendar year.  Contractor further represents that, all parties that 
are storing or processing unencrypted Personal Information, as part of the Business Continuity Plan or otherwise, 
must agree to and abide by this DPA. Contractor shall provide a copy of its Business Continuity Plan, and a summary 
of the results of its two most recent Business Continuity tests to the County upon request, at no charge.  

5. Additional Rights and Obligations 

5.1. Contractor grants the County the right to take appropriate and reasonable steps to monitor Contractor and ensure 
Contractor’s use of Personal Information is consistent with all privacy rights and obligations, whether statutory, regulatory, 
based in common law, contractual, or otherwise. These steps may include, but are not limited to, ongoing manual reviews, 
automated scans, regular assessments, audits, or other policy review or technical and operational testing at least once 
every 12 months. As an alternative to a County-requested review, assessment, audit, or testing, Contractor, at its own 
expense, may arrange for a qualified and independent assessor, using an appropriate and accepted control standard or 
framework and assessment procedure, to conduct such review, scan, assessment, audit, or other policy review and testing 
of Contractor’s policies and technical and organizational measures to satisfy its obligations under this DPA. Contractor shall 
provide a report of all such review, scan, assessment, audit, or test to the County upon request. 
 

5.2. Contractor grants the County the right, upon request and notice, to take reasonable and appropriate steps to stop and 
remediate any and all unauthorized use of Personal Information.   

 
5.3. To the extent Contractor obtains any audit report or similar assessment regarding its operations or any system or data 

relating to the Personal Information, Contractor shall make such report or assessment available to the County upon request 
and at no charge.  To the extent such report or assessment determines that Contractor’s processes, systems, networks or 
operations have a material deviation from the applicable standard or best practices, (i) Contractor shall promptly provide all 
reasonably requested information relating to the deviation that may be requested by the County, (ii) Contractor shall promptly 
provide a reasonably detailed remediation plan to the County and provide regular updates on the completion of such plan, 
and (iii) the County shall have the right to suspend or terminate Contractor’s processing of Personal Information without 
charge or penalty until such deviation has been corrected to the satisfaction of the County, or to terminate the Agreement 
with no charge or penalty in the event such deviation is not timely corrected to the satisfaction of the County. 

 
6. Security or Privacy Breach 

6.1. For purposes of this DPA, the term, “Breach of Security” or “Breach” has the meaning given to it under the applicable Florida 
Statute (F.S. 501.171(1)(a)), applicable state or federal rule/regulation, or contractual obligation. 

6.2. Upon becoming aware of a Breach of Security or Breach, or of circumstances that could have resulted in unauthorized 
access to or disclosure or use of Personal Information, Contractor shall notify the County in the most expedient time possible 
and without unreasonable delay or as stipulated below for GLBA or PCI DSS, fully investigate the incident, and cooperate 
fully with the County's investigation of and response to the incident. Except as otherwise required by law, Contractor will not 
provide notice of the incident directly to individuals whose Personal Information was involved, regulatory agencies, or other 
entities, without prior written permission from the County. 

6.2.1. GLBA (15 U.S.C. §§ 6801(b) and 6805(b)(2)) (Financial Information) – Contractor must report any unauthorized 
access to or use of Personal Information without unreasonable delay; and 

6.2.2. PCI DSS (Credit Card Data) – Contractor shall report Breach of Security or Breach both orally and in writing to the 
County. In no event shall the report be made more than two (2) days after Contractor knows or reasonably suspects 
unauthorized access or use has or may have occurred. 

6.3. The report provided under section 6.2 of this DPA shall identify:  

6.3.1. The nature of the unauthorized access, use, or disclosure; 

6.3.2. The Personal Information accessed, used, or disclosed; 

6.3.3. The person(s) or entities who accessed, used, and disclosed and/or received Personal Information (if known); 

6.3.4. What Contractor has done or will do to mitigate any deleterious effect of the unauthorized access, use or disclosure; 

6.3.5. What corrective action Contractor has taken or will take to prevent future unauthorized access, use or disclosure; 

6.3.6. Contractor shall provide such other information, including a written report, as requested by the County.  

 
6.4. In the event of any Breach of Security or Breach, the County shall have the right to suspend or terminate Contractor’s 

processing of Personal Information without charge or penalty until such breach has been corrected to the satisfaction of the 
County, or to terminate the Agreement with no charge or penalty in the event Contractor does not timely correct the cause 
of the breach, fully cooperate with the County in any remediation effort, and take such other corrective actions as the County 
may reasonably require, all in a timely fashion, and all to the satisfaction of the County.  

6.5. Under no circumstances will Contractor make any public statement regarding any Breach of Security or Breach that relates 
to any Personal Information without the prior written consent of the County. 



 

 
 

 

7. Other Obligations of Contractor 

7.1. Vendor shall defend, indemnify and hold the County, its subsidiaries and affiliates, and its current and former officers, 
directors, employees, contractors, agents and representatives harmless from and against any and all liabilities, losses, 
damages and costs, including reasonable attorneys’ fees (collectively, “Losses”), resulting from any losses as a result of 
Contractor’s storage or processing of data, including without limitation losses resulting from failure, whether by action or 
inaction, by the Vendor or any of its agents, employees, sub-processors, or representatives to perform the Vendor’s duties 
or obligations under this DPA, as well as for any actual or suspected Security or Privacy Breach, or other actual or suspected 
unauthorized use or disclosure of County Confidential Information and Personal Information.  

7.2. Upon termination or expiration of the Agreement, Contractor will promptly return in a manner compatible with the information 
technology systems of the County, as provided for by County in writing, the Confidential Information (including without 
limitation all Personal Information) in its possession that was provided by, or on behalf of, the County, unless otherwise 
required by applicable law.  

8. Obligations of the County 

8.1. The County is solely responsible for: 

8.1.1. Ensuring that any consents required by law and/or the County policies and procedures for the collection, access, use, 
maintenance, and/or disclosure of the Personal Information have been obtained from each individual and entity 
(including, without limitation, consumers, business Clients, and/or the County’s employees and contractors) to whom 
the Personal Information relates, when it is the County that directly collects, accesses, uses, maintains, and/or 
discloses that Personal Information; 

8.1.2. Rendering any Personal Information on its systems unusable, unreadable, or indecipherable to unauthorized 
individuals in accordance with industry standards. The County acknowledges that it is the County’s responsibility to 
encrypt all data on the County’s systems and media components prior to providing such Personal Information to 
Contractor for any reason; 

8.1.3. Establishing the applicable information security safeguards and associated policies for protecting Personal Information 
in its facilities; and 

8.1.4. Promptly informing the Contractor of any policies that it implements with respect to the processing and protection of 
Personal Information with express instructions as to how these policies should be implemented by the Contractor. 

9. Miscellaneous 

9.1. Any ambiguity in the terms of this DPA will be resolved to permit Contractor or the County to comply with applicable laws. 

9.2. To the extent there are any inconsistencies between the terms of this DPA and the terms of the Agreement, this DPA will 
prevail. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

 

  APPENDIX A 

Payment Card Industry Safeguard Standards 

 

1. If Contractor is storing, processing, or transmitting cardholder data, or is accepting sensitive authentication data, as defined by the 
PCI DSS, Contractor agrees to maintain compliance with the current effective version of the PCI DSS throughout the term of the 
Agreement with the County. Upon request by the County, Contractor will provide County a current PCI DSS Attestation of 
Compliance. 

 

2. If Contractor is utilizing a Payment Card Industry Security Standards Council (“PCI SSC”) approved Point-to-Point Encryption 
(“P2PE”) solution to accept or process credit card payments, Contractor is responsible for the solution’s proper implementation and 
operation in compliance with all applicable PCI DSS, P2PE, and PCI SSC requirements. Contractor responsibilities include ensuring 
that the P2PE solution maintains its PCI SSC approval status throughout the term of its Agreement with the County. Upon request 
by the County, Contractor will provide County a current P2PE Instruction Manual, and P2PE Report on Validation (ROV) for the 
Solution, Application and Components being utilized. 
 

3. If Contractor is utilizing a County-approved third-party vendor P2PE or End-to-End Encryption (“E2EE”) solution to accept or process 
credit card payments, Contractor is responsible for the solution’s proper implementation and operation in compliance with all 
applicable PCI DSS, PCI SSC and third-party vendor solution requirements throughout the term of the Agreement with the County. 
Contractor also is responsible for providing a responsibility matrix identifying the PCI DSS controls that the County is responsible 
for meeting, if any, and the controls that will be met by Contractor as required by the current version of the PCI DSS. Upon request 
by the County, Contractor will provide County the results of any PCI DSS assessments used to support or develop the responsibility 
matrix relevant to the third-party P2PE or E2EE solution. 

  

4. If Contractor is utilizing a payment application that is Payment Application Data Security Standard (“PA-DSS”) validated, Contractor 
is responsible for maintaining its PA-DSS compliance status throughout the term of the Agreement with the County. Upon request 
by the County, Contractor will provide County a current PA-DSS Report on Validation certifying the PA-DSS compliance status of 
the payment application. 



______________________________________________________________________________ 
PUR 1355 (10/23) Page 1 of 1 Rule 60A-1.020, F.A.C. 

FOREIGN COUNTRY OF CONCERN ATTESTATION 
(PUR 1355) 

This form must be completed by an officer or representative of an entity submitting a bid, 
proposal, or reply to, or entering into, renewing, or extending, a contract with a Governmental 
Entity which would grant the entity access to an individual’s Personal Identifying Information. 
Capitalized terms used herein have the definitions ascribed in Rule 60A-1.020, F.A.C. 

VERMONT SYSTEMS, INC. is not owned by the government of a Foreign Country of Concern, 
is not organized under the laws of nor has its Principal Place of Business in a Foreign Country of 
Concern, and the government of a Foreign Country of Concern does not have a Controlling 
Interest in the entity. 

Under penalties of perjury, I declare that I have read the foregoing statement and that the facts 
stated in it are true. 

Printed Name: 

Title:      

Signature:      Date: 

EXHIBIT "G"
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